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4 A B c D E F G H J K L M N 0 P 4 2 s C 0 £
T PRI ESIN Attack Surface on Internet IEERT RATH;
B E . 2 Disclosed IP and ports on internet, 1 ¥ 2 — ATLBPT FLREAA
= Adrift 3
N 4 Domain example.cop
s I—— :
. G 5 Domains www. ml ip vpn. mpl ip test. mpls jp mail. mpls jp test: mpls in

6 OSINT(Open-Source Intelligence) Report 7 5 1Ps 10.20.30.40 10.20.30.50 10.20.30.60 10.20.30.70 10.20.30.80
7 Domain  example.com 8 17 Ports 80 21 2 2 2
3 Client #UFLERSHE  Example corporation 9 43 2 80 80 23
9 Date From 2026/7/1 To 2026/7/30 10 8080 443 100 443
10 1 5000 120 8080
1 Attack Surface Password & Account Breach Software/Hardware Vulnerabilities 12
12 RENR RGBT NZT - FEREEE YT RO T/ N=F O TRBREE 13
13 | Domains 5 E-mail accounts 20 Assets 2 14
14]1ps 5 Breached accounts 2 Vulns 71 15
15 Ports 17 16
16 17
17 18
18 19
19 Document Leakage Typosquatting Survey 20
20 F¥axy bREEE SAHROT T4V VBEE 21
21 |Documents 2 Domains 1 2
22 Found Domains 25 2
23 24
24 25
25 26
26 27
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A B € D E F G H I J

| A E € D = F @ b 1 7@ Software and hardware vulneral es Y7 b7 LT, RN o0
1 2 Dislosed vulnerabilies on the hardwares and softwares. BEEI 0T & N RFIEER *CVSS on or higher than 7.0
2 Breached account in past. /$% 7 — FEDBE D]
B 3 *CVSS TR E
4 20 2 4 |Assets Assetl Asset 2
5 E-mails Breach Breached information resource Time 2 2|name version name version
6 admin@example.co 6 Apache 2.4.49 Fortinet 7.6.0
7 it@example.cop 7 54 17
A tyamada@example.co.p 8 |Vulns  CVE CVSS  Type CVE cVss  Type
9 kikeda@examplecojp O Password, username, e-mail address ~ www.abcdesample.com 2025 9 71 CVE-2021-41524 7.5 Dos CVE-2024-16670 75 DoS
10 m.yamada@example.co.jp 10 CVE-2021-41773 9.8 Pass Traversal CVE-2024-48884 7.5 Pass Traversal
1 Ltanaka@example.co.jp 1 CVE-2021-42013 9.8 Pass Traversal CVE-2024-40591 8.8 Privilege Escalation
12 h.nakata@example.co.jp 12 CVE-2021-44224 82 Dos CVE-2025-22252 9.8 Authentication Bypass
13 k.miura@example.co.jp 13 CVE-2021-44790 9.8 Buffer overflow CVE-2024-52965 7.2 Authentication Bypass
i) knishida@example.co.jp 14 CVE-2022-22719 7.5 Improper Initialization CVE-2025-53744 7.2 DoS
B Likegami@example.co.p 15 CVE-2022-22720 9.8 HTTP smuggling CVE-2024-50571 7.2 Buffer overflow
16 k.lakeda@erample.co.jo 16 CVE-2022-22721 9.1 Buffer overflow CVE-2025-25253 75 Certification Bypass
L Tt samescng O Password, username 2024 7 CVE-2022-23943 9.8 Buffer overflow CVE-2025-57740 75 Buffer overflow
B B 18 CVE-2022-26377 75 HTTP smuggling CVE-2025-58325 8.2 DoS
19 _ 19 CVE-2022-28615 9.1 Buffer overflow CVE-2025-53843 7.5 Buffer overflow
20 m kaneda@example.co.jp .
2 t abe@example.co 20 CVE-2022-29404 7.5 Allecation of Resources Wit CVE-2025-58413 7.5 Buffer overflow
2 < kameyama@example.co. 21 CVE-2022-30556 7.5 Data Explosure CVE-2025-59718 9.8 Authentication Bypass
23 2.smith@example.co. 22 CVE-2022-31813 9.8 Insufficient Verification CVE-2025-25249 8.1 Buffer overflow
u 2y amamolo@erample.co 23 CVE-2006-20001 7.5 Buffer overflow CVE-2026-24858 9.8 Authentication Bypass
25 a.aida@example.cop 24 CVE-2022-36760 9.0 HTTP smugeling CVE-2026-22153 8.1 Authentication Bypass
2% 25 CVE-2023-25690 9.8 HTTP smuggling CVE-2025-53844 8.8 Authentication Bypass
27 26 CVE-2023-27522 7.5 HTTP smuggling
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